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Ett starkare civilt forsvar

Svensk Forsakrings arsstammokonferens
Statssekreterare Johan Berggren
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Ett allvarligt sakerhetspolitiskt lage

» Rysslands fullskaliga invasion av Ukraina
ar ett tydligt exempel pa hur snabbt
hotbilden kan forandras

 |nvasionen har patagligt forsamrat det
sakerhetspolitiska laget i Europa, vilket
aven paverkar Sveriges sakerhet

» Okad risk for hybridhot

« Stodet till Ukraina ar bade moraliskt ratt
OCh bra fOI' SverlgeS Sakerhet Foto: Jimmy Croona/Férsvarsmakten

W Regeringskansliet Forsvarsdepartementet



Totalforsvar

« Totalforsvaret bestar av militar verksamhet (militart
forsvar) och civil verksamhet (civilt forsvar)

e Totalforsvar ar verksamhet som behovs for att
forbereda Sverige for krig

 Att fOrsvara Sverige ar ett ansvar for hela
samhallet

« Var gemensamma motstandskraft ar grunden i
totalforsvaret

 Civilt forsvar ar den verksamhet som uppratthaller

Gemensamt besok med landshévding Helena Hadij till Dalregementet

samhallets grundlaggande funktioner och som Foto: Tom Samuelsson/Regeringskansliet
utfors av bade offentliga och privata aktorer

@ Regeringskansliet Forsvarsdepartementet 7



Sveriges civila forsvar genom historien

« 200 ar av fred satte en tydlig pragel pa
svensk forsvars- och sakerhetspolitik

« Sverige hade under kalla kriget ett robust
och valfungerande civilt forsvar som var
omsesidigt forstarkande till det militara
forsvaret

ELLER KRIGET
KOMMER

 Totalforsvarsplaneringen aterupptogs ar
2015

« Det vapnade angreppet ar den — |
dimensionerande hotbilden Til vénste: Brosahyr frén 1961. il hoger: Broschyr fré 2015,

W Regeringskansliet Forsvarsdepartementet 8



En ny struktur for civilt forsvar

* Forordning 2022:524 om statliga
myndigheters beredskap

Il beredskap - krisberedskap och civilt farsvar

I AKTORERNA
. 60 beredskapsmyndigheter ol e mmaaig

* 10 beredskapssektorer

OFFENTLIGA PRIVATA

« 10 sektorsansvariga myndigheter AKIORER  AKTORER -

O civilomraden

« Uppagifter infor och vid fredstida kriser 'd'
och hdjd beredskap %ﬂ sy

W Regeringskansliet Forsvarsdepartementet



Regeringens satsningar pa civilt forsvar

« Det civila forsvaret tillfors 915 miljoner kr
under 2023

« Satsningar beraknas for 2024 uppga till 1 276
miljoner kr och for 2025 till 1 395 miljoner
Kronor

« Tillsammans med tidigare beslutade medel
blir den totala nivahdjningen for satsningar pa
det civila forsvaret drygt 3,8 miljarder kr ar
2023

Foto: Tom Samuelsson/Regeringskansliet

W Regeringskansliet Forsvarsdepartementet 10



Utredningar: Forsorjningsberedskap

Okad forsérjnings-
beredskap av varor och
tjianster inom industrin

Nationell samordning av
forsorjningsberedskapen
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Foto: Regeringskansliet

W Regeringskansliet

En ny
livsmedelsberedskap

Foto: Maria Nilsson/Regeringskansliet

Forsvarsdepartementet 11



Naringslivet — en central aktor

» Det ar i stor utstrackning privata aktorer
som ager och ansvarar for manga av de
viktigaste samhallsfunktionerna

* Naringslivet ar darmed av central
betydelse for totalforsvaret och for
forsorjningsberedskapen

« Regeringen har inrattat ett tvarsektoriellt
naringslivsrad for totalforsvar och
Krisberedskap

Foto: Tom Samuelsson/Regeringskansliet

W Regeringskansliet Forsvarsdepartementet 12



Naringslivets beredskapsansvar

 Offentliga aktorer har ett huvudansvar for samhallets beredskap

« Foretagens skyldigheter och ataganden kopplat till beredskap regleras framst inom ramen for
de avtal som offentliga aktorer tecknar med den privata sektorn

« Forberedda foretag bidrar till att vi far ett robust och starkt samhalle

vid fredstida kriser, hojd beredskap och krig

« Sakerhetsskyddsarbete
« Kontinuitetshantering

* Vissa lagkrav kring beredskapsfragor finns inom sarskilda

forsorjningsomraden
 Dessa kan komma att bli fler

W Regeringskansliet Forsvarsdepartementet 13



Vikten av privat-offentlig samverkan

v'Finansiella sektors privat-offentliga samverkan (FSPOS)

v'Nationella Telesamverkansgruppen (NTSG)

v Transportsektorns samverkan infor samhallsstorningar (TP SAMS)

» Dessa forum samverkar pa frivillig basis under fredstida
Krissituationer- viktigt att de aven fungerar i hojd beredskap

W Regeringskansliet Forsvarsdepartementet 14



Finansiella tjanster

* En viktig beredskapssektor som
iIbland hamnar | skymundan

» Det finansiella systemet och dess
underliggande infrastruktur ar mycket
komplex och det finns starka
internationella beroenden

 En ny Riksbankslag ger en
verktygslada med bl.a. foreskriftsratt

W Regeringskansliet

[‘&_ Finansiella tjanster

Viktiga

samhdlisfunktioner:

Betalningsformediling

Finansiering och
sparande

Finansiell stabilitet

Farsdkring

Exempel pa typer av samhallsviktig verksamhet som
uppriatthaller eller sékerstaller funktionen:

Verksamhet som sakerstaller att betalningar gar fran betalnings-
avsédndare till betalningsmottagare, s som det centrala betalnings-
systemet, elekironiska betaltjanster, kontanthantering, formedling av
statliga betalningar mellan centralbanker och statens betalningsmodell.

Verksamhet som omvandlar sparande fill finansiering, sa som
kreditinstitutens in- och utlaning, olika akitrers anskaffning av samt
handel (inkl. avveckling) med finansiella tilgangar, kapitalférvaltning,
farvaltning av statsskulden, guld- och valutareserven samt statliga
garantier och lan.

Verksamhet som uppréatthaller finansiell stabilitet, s& som fillsyn,
analys och dvervakning av det finansiella systemet, férebyggande
stédd och insattningsgaranti. Hantering av en finansiell kris genom
att tillféra likviditet till det finansiella systemet, sékerstallande av
rantebildningen i det finansiella systemet samt resolutionsverksamhet.

Skadereglering och utbetalning av férsakringsersatining, utbetalning

av pensionsforsakring och livrantor samt aterforsékring. Forsakring
och aterférsakring.

Forsvarsdepartementet
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Cybersakerhet

- Effekterna av ett cyberangrepp kan fa
lika stora konsekvenser for
samhallsviktiga funktioner och kritiska IT-

system som ett konventionellt vapnat etz (ol
angrepp '
o W
* Regeringen kommer ta fram en ny och
framatlutad strategi for informations- och P .
cyberssakerhet

« En nystart for det Nationella
Cybersakerhetscentret

Foto: Sakerhetspolisen

W Regeringskansliet Forsvarsdepartementet 16



Sammanfattning

* Det allvarligaste sakerhetspolitiska laget sedan andra

varldskriget
* Vi har inte tid att vanta pa det perfekta systemet
Vi maste grava dar vi star

 Att forsvara Sverige ar ett ansvar for hela samhallet

* Naringslivet ar en central aktor
* Privat-offentlig samverkan behover fungera aven i hojd beredskap

* Finansiella tjanster ar en viktig del av det civila
forsvaret

@ Regeringskansliet Forsvarsdepartementet
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Sverige vill forsvara sig,

kan forsvara sig,
och skall forsvara sig!

Motstind skall goras stindigt och i alla

ligen. Det ir pa Dig det beror — Din insats,

Din beslutsamhet, Din vilja att Gverleva.

Vi ger aldrig upp!
Varje meddelande att .
motstandet skall uppges
ar falskt i

@ Regeringskansliet
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What is reinsurance?




Reinsurance is?

Equity Debt Reta_| ned Reinsurance
earnings

@3 GuyCarpenter



Reinsure what?
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Perils with high capital impact
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Large Loss Activity

EQ1 mQ2 mQ3 mQ4 mReported COVID-19losses mLosses from Russia-Ukraine conflict
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Loss Activity
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Insured catastrophe losses 1970 - 2022*
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Source: Swiss Re Institute (*Loss estimates for 2021 and 2022 are in 2022 prices), Guy Carpenter, The Insurer
Note: COVID-19 losses showcases the average consensus estimate of ~USD 61 billion, adjusted to 2022 prices
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The next crisis




Top Risks Perceived to be Most Severe Over a Time Horizon

Short-Term Long-Term

0-2 years 5-10 years

Cost-of-living crisis.

Failure to mitigate climate change.

Natural disasters and extreme weather events. Failure of climate-change adaptation.

Geo-economic confrontation. Natural disasters and extreme weather events.

Failure to mitigate climate change.

Biodiversity loss and ecosystem collapse.

Erosion of social cohesion and societal polarization. Large-sca|e inv0|untary migration_

Il Economic M Environmental [ Geopolitical [l Societal Il Technological

Note: World Economic Forum (WEF) Global Risk Perception Survey (1,249 responses worldwide). Source: World Economic Forum; MMC analysis.
@ GuyCarpenter 2023 18t Edition Global Risks Report 31



https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf

Global Risks Landscape

An Interconnections Map

Edges

Nodes
Relative influence

Risk influence

—— High High
— Medium Medium
Low Low
W Geopolitical

B Economic M Environmental

[l Societal Il Technological

@3 GuyCarpenter

Digital power concentration —|_. .
Digital inequality . Terrorist attacks ‘ ¥

Use of weapons .
of mass destruction Interstate conflict
Geoeconomic

Adverse outcomes
confrontation

of frontier technologies
Widespread cybercrime

and cyber insecurity
Ineffectiveness of

._r multilateral institutions

Environmental
damage incidents

Misinformation
and disinformation

Breakdown of critical
information infrastructure

- Natural disasters and
State collapse extreme weather . .
Failure to mitigate

climate change
Large-scale
involuntary migration . Lo .
Biodiversity loss and

ecosystem collapse

Erosion of social cohesion

Proliferation of illicit . Failure of J Natural
Severe mental ecgnorpic ativity climate-change . resource crises
adaption

health deterioration

Collapse of a systemically

Infectious diseases . . Chronic health conditions important supply chain

Employment crises
Collapse or lack of public ' ; . ‘_,— Failure to stabilize price trajectories
Debt crises

infrastructure and services
o .. .
Prolonged Cost-of-living crisis
economic downturn .

Asset bubble burst

Note: World Economic Forum (WEF) Global Risk Perception Survey (1,249 responses worldwide). Source: World Economic Forum; Marsh McLennan analysis. 32



Large losses

The industry's original raison d’étre

Impact of catastrophic events on economy
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® 10Y moving avg. - total losses as a % of GDP ® 10Y moving avg. - insured losses as a % of GDP
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Inflation

#1 risk for (re)insurance in 2023

Inflation by

Country/Region! ., INFLATION - EUROZONE
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Source: OECD Database, Eurostat; Updated as of: 16 March 2023; Noted: 1. Inflation forecast is measured in terms of the consumer price index (CPI) or harmonized index of consumer
prices (HICP) for euro area countries, the euro area aggregate and the United Kingdom;
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Litigation

The only way is up

Establishing a duty of care

Cases against government  Cases against directors
@ (to establish a duty of care) ® (using the success of litigation
. : against companies)

¢ Cases against companies

(using the established duty
of care)

7T TN
4 Climate

( litigation
cases.:
‘\ 2229 ,'
~ s

- -
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Technology, Cyber

What’s new on the block?

Global Ransomware Volume by Year (m)
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2022 Global Attack Trends (YoY % change)
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Scarcity

Borne out of Environmental, Societal and Technological risks

Top ten risks perceived to be most severe in the next decade

Average Severity Rank

Failure to mitigate climate change O 556
Failure of climate-change adaptation C——— 580
Natural disasters and extreme weather events >  5.T6
Biodiversity loss and ecosystems collapse G 5.55

Large-scale involuntary migration — 548

Natural resource crisis T 546

Erosion of social cohesion and societal polarization G 5.25

Widespread cybercrime and cyber insecurity G 5.24

Geoeconomic confrontation G 520

Large-scale environmental damage incidents G 5.15

M Economic M Environmental B Geopolitical Il Societal W Technological

Note: WEF Global Risk Perception Survey (1249 r i R were asked to rank each risk on a scale of 1 (low severity) to 7 (high severity).
Source: World E Forum; MMC i

@3 GuyCarpenter Source: WEF - Global Risk Report, 2023; BoA Global Research, 2022



Al, Singularity, Q-day ... and .. Space

CHATGPT

@OpenAI

“As an Al language model, | do not have

personal beliefs or expectations about the
singularity, which is a hypothetical event in
the future where artificial intelligence

surpasses human intelligence and triggers

an u nprecedented teChnOIOglcaI Low Earth orbit shown concentrated with orbital debris
. ” Photo by NASA Orbital Debris Program Office
transformation.

@ GuyCarpenter



War in Ukraine




Impact of Russia / Ukraine War Observations

Trade Credit and Political Risk losses estimated to be in
the $3-$5 billion range, according to Wells Fargo
Securities, LLC.

Aviation losses from grounded planes in Russia are
expected to be significant within the reinsurance market,
with early estimates in the $10-$13 billion range,

~ MOSt analysts believe that thIS WI” according to Wells Fargo Securities, LLC.
be an earnings event for reinsurers
and not a capital event

Several global reinsurers have subsidiaries in Russia.

° HOWGVGF |t has had a profound All have capital small enough that a write-off will be
) ! within an earnings event. (Re)insurer exposure to
|mpact on the world economy and other Russian investments is small.

consumer and business sentiment

Market loss estimates range from the $1-1,5bn within
the WTPV market in London. A consolidated cohort of
97 publicly traded Global (re)insurers reported $2.5bn
of losses related to the Russia/Ukraine war in 2022.

@ GuyCarpenter

Source: Wells Fargo Securities, Guy Carpenter



War, Terror & Political Violence Business

Coverages
PD Sabotage & Terrorism
Limited B
SRCC
Limited War Coverage

@3 GuyCarpenter

Coverages
PD & Bl Sabotage & Terrorism
SRCC
Terrorism Liability
Expanded War Coverage

Coverages
PD & Bl Sabotage & Terrorism
SRCC
Global War Coverage
Civil War
Insurrection
Revolution
Rebellion
Mutiny & Coup d'état
Terrorism Liability
Malicious Attack
Loss Of Attraction
PD Cyber Attack
Cartel Violence

NBCR (limited)



Ukraine War, Terror, Political Violence Business

Markets de risking in Ukraine since
2014 Russian invasion of Crimea

Jan 2022 estimate of $4.5bn to $5.5bn
exposure to Ukraine War on Land

Values concentrated in the Southern
regions around Crimea, some in the
capital and near the Polish border

Wide range of occupancies covered :
infrastructure, retail, real estate,
manufacturing etc. Some local, some
multinational

Largest carriers had approx. USD300m
of exposure - average USD100m

Most values are now expired and off
risk (subj to IBNR / IBNER)

@ GuyCarpenter

Market loss estimates range from
USD1B to USD1.5B

Reported damage to all types of
insured occupancies

Potential for significant Bl losses

Lack of loss adjusting make an
accurate claims assessment
difficult — some carried out with
drone technology

Belgrade

Very few paid claims to date

True picture will likely need the
conflict to have ended (with wider
issues also stemming from Aviation
War losses)

2layiv

INIA

Sea

of Azov



@ GuyCarpenter

About Guy Carpenter

Guy Carpenter & Company, LLC is a leading global risk and reinsurance specialist with 3,500 professionals in over 60 offices around the world. Guy Carpenter delivers a powerful combination of broking expertise, trusted strategic advisory services and industry-leading analytics to help
clients adapt to emerging opportunities and achieve profitable growth. Guy Carpenter is a business of Marsh McLennan (NYSE: MMC), the world’s leading professional services firm in the areas of risk, strategy and people. The Company’s more than 85,000 colleagues advise clients in
130 countries. With annual revenue of over $20 billion, Marsh McLennan helps clients navigate an increasingly dynamic and complex environment through four market-leading businesses including Marsh, Mercer and Oliver Wyman. For more information, visit and
follow us on LinkedIn and Twitter

Guy Carpenter & Company, LLC provides this report for general information only. The information contained herein is based on sources we believe reliable, but we do not guarantee its accuracy, and it should be understood to be general insurance/reinsurance information only. Guy
Carpenter & Company, LLC makes no representations or warranties, express or implied. The information is not intended to be taken as advice with respect to any individual situation and cannot be relied upon as such. Statements concerning tax, accounting, legal or regulatory matters
should be understood to be general observations based solely on our experience as reinsurance brokers and risk consultants, and may not be relied upon as tax, accounting, legal or regulatory advice, which we are not authorized to provide. All such matters should be reviewed with
your own qualified advisors in these areas.

Readers are cautioned not to place undue reliance on any historical, current or forward-looking statements. Guy Carpenter & Company, LLC undertakes no obligation to update or revise publicly any historical, current or forward-looking statements, whether as a result of new
information, research, future events or otherwise. The trademarks and service marks contained herein are the property of their respective owners.
Analytics Disclaimer

The data and analysis provided by Guy Carpenter herein or in connection herewith are provided “as is”, without warranty of any kind whether express or implied. The analysis is based upon data provided by the company or obtained from external sources, the accuracy of which has not
been independently verified by Guy Carpenter. Neither Guy Carpenter, its affiliates nor their officers, directors, agents, modellers, or subcontractors (collectively, “Providers”) guarantee or warrant the correctness, completeness, currentness, merchantability, or fitness for a particular
purpose of such data and analysis. The data and analysis is intended to be used solely for the purpose of the companfy internal evaluation and the company shall not disclose the analysis to any third party, except its reinsurers, auditors, rating agencies and regulators, without Guy
Carpenter’s prior written consent. In the event that the company discloses the data and analysis or any'portion thereof, to any permissible third party, the company shall adopt the data and analysis as its own. In no event will any Provider be liable for loss of profits or any other indirect,
special, incidental and/or consequential damage of any kind howsoever incurred or designated, arising from any use of the data and analysis provided herein or in connection herewith.

Statements or analysis concerning or incorporating tax, accounting or legal matters should be understood to be general observations or applications based solely on our experience as reinsurance brokers and risk consultants and may not be relied upon as tax, accounting or legal
advice, which we are not authorised to provide. All such matters should be reviewed with the client’s own qualified advisors in these areas.

This presentation (report, letter) is not intended to be a complete actuarial communication. Upon request, we can prepare one. We are available to respond to questions regarding our analysis.
There are many limitations on actuarial analyses, including uncertainty in the estimates and reliance on data. We will provide additional information regarding these limitations upon request.

As with any actuarial analysis, the results presented herein are subject to significant variability. While these estimates represent our best professional judgment, it is probable that the actual results will differ from those projected. The degree of such variability could be substantial and
could be in either direction from our estimates.

The estimated cash flows may vary significantly from amounts actually collected, particularly in the event that a reinsurer is unwilling or unable to perform in accordance with the terms of the reinsurance contract. In performing this analysis, we relied on the company for estimates
regarding the submission. We did not perform an independent review of these estimates.

A business of Marsh McLennan Copyright © 2023 Guy Carpenter & Company AB. All rights reserved.
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Problem med de globala leverenskedjorna

Kriget i Ukraina

Restriktivare villkor fran aterforsakringsgivare / nya exkluderingar
Krigsforsakring inom Sjo- och Transportforsakring

Internationell utblick

JSvensk Forsakring
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Sa bygger vi en
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Information

 For att kunna vidta ratt atgarder kravs "ratt”
underrattelseinformation som underlag for det Okad risk fér cyberangrepp - sa hjdlps vi

operativa riskarbetet inom foretagen at att stoppa dem

. . . . o 35 ®2 2mars 2022
« Marknaden oversvammas av olika privata
Precis som alla foretag utsatts vi for cyberattacker i syfte att komma at

akto rer med OI | ka agendor medan kanslig information, utpressa pa pengar eller stora verksamheten. Med
info m ationen frén Vé ra mynd |g heter ér ytte rSt anledning av laget i Ukraina ar nu risken extra stor, sa vi behover alla

hjalpas at att vara extra vaksamma.

begransad
Det sakerhetspolitiska laget i Sverige har den senaste veckan forsamrats
~ H - H A H ~ och aven om det inte finns ndgot konkret hot mot Sveriges inre sakerhet
* Ratt |nf0rmat|0n ) Vld ratt tld pu n kt u nderlattar just nu sa kan det snabbt skifta. Det meddelade regeringen, SAPO och
f('jr fo retagen att ku nna Vidta ratt Myndigheten for samhallsskydd och beredskap pa en presskonferens om

cybersékerhet den 1 mars.

- An s& lange finns inga indikationer pa att mangden
cyberattacker har okat och skulle sa ske ar vi inte en direkt
maltavia eftersom det finns intressantare verksamheter

att ce sig pa. Daremot kan Folksam indirekt paverkas

skyddsatgarder

- Folksam



Ylva Wessén
Vd och koncernchef Folksamgruppen

Carl Wern

Koncernsakerhetschef Folksamgruppen




Ylva Wessén
Styrelseordforande Svensk Forsakring
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